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Access Control Lists (1 of 2)

e ACLs define permissions given to a role (or grantee)

for a target (project/dataset)
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Access Control Lists (2 of 2)

e ACLs consist of one or more entries that grant
permission to a role (or grantee)
e Permissions define the actions that can be performed

against a project or dataset
o Scope defines to whom the permission applies
e Roles:

o Project roles — Users can run jobs or manage the project
o Dataset roles — Define user access to datasets in a project
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Project Roles

e Granted/revoked using Cloud Platform Console

e Roles are assigned by email address for:
o Individual users
o Groups
o Service accounts

e Project owners can modify project roles
o Automatically granted to project creator
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Permissions for Project Roles

Role Permissions

Viewer e (Can start ajob - Dataset roles also required depending on job type
e Listand get all jobs they started
e Granted READER dataset role by default for new datasets in project

Editor e Same as Viewer, plus:
o Can create new dataset in project
o Is granted WRITER role by default for new datasets in project

Owner e Same as Editor, plus:

o Can list all datasets in the project

o Can delete any dataset in the project
o Can list and get all jobs run
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Dataset Roles (1 of 3)

e The project ACL becomes default ACL for datasets in

the project
o Default access can be overridden on a per-dataset basis

o Tables inherit ACLs from dataset
m ACLs cannot be configured on tables

e Dataset ACLs allow resource separation

o No need for additional clusters and data duplication
o Saves money, simplifies operations
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Dataset Roles (2 of 3)

e Dataset roles are granted or revoked using:
o The BigQuery web Ul
o Using the ‘Share dataset’ option
o The BigQuery API
o Using Datasets:update
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Dataset Roles (3 of 3) o

Who has access

e Roles are assigned by 3 Pt Ouners sower s x
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o Single users
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Add people:
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Permissions for Dataset Roles

Reader e Canread, query, copy or export tables in the dataset
o Can call get on the dataset and tables in dataset
o Can call list on table data for tables in the dataset

Writer e Same as READER, plus:
o Can edit or append data in the dataset
m Can call insert, insertAll, update or delete
m Canuse tables in the dataset as destinations for load, copy or query jobs

Owner e Same as WRITER, plus:
o  Can call update on the dataset
o Can call delete on the dataset

Note: A dataset must have at least one entity with the OWNER role.
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Row-Level Security (1 of 2)

e Not natively supported
o Define a view to give access to a specific view of the data

e View — a BigQuery SQL query that limits the rows and
columns (a virtual table) that a user can see

e BigQuery views are re-executed every time the view is
queried

e Create view in dataset separate from underlying
table’s dataset and assign ACLs to both datasets

) Google Cloud Platform ©Google Inc. or its affiliates. All rights reserved. Do not distribute. 13

Notes:

Remind them that users who have access to a dataset have access to the
entire dataset including all tables and views. BigQuery doesn't natively
support application of row-level security. So to prevent the revealing of
confidential or proprietary data, you have to apply a view and place it in its own
dataset that your users may access. You set the ACL to allow users to access
that dataset that contains the view while restricting access to the source
table(s) dataset.

A view is a virtual table defined by a SQL query. You can query views in the
browser tool, or by using a query job.

BigQuery's views are logical views, not materialized views, which means that
the query that defines the view is re-executed every time the view is queried.
Queries are billed according to the total amount of data in all table fields
referenced directly or indirectly by the top-level query.

BigQuery supports up to eight levels of nested views; if there are more than
eight levels, an INVALID_INPUT error returns. Also, views can only reference
other tables and views with the same Dataset location. Querying a view
requires the READER role for all datasets that contain the tables in the view
chain. For more information about roles, see access control.



https://cloud.google.com/bigquery/access-control

Row-Level Security (2 of 2)

Google BigQuery
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) Google Cloud Platform ©Google Inc. or its affiliates. All rights reserved. Do not distribute.

14

Notes:
The project owner would still need to set access permissions on the dataset.
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Identity and Access Management
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Benefits of IAM for BigQuery

e Admins can isolate permissions to BigQuery

o For example, BigQuery roles have no authority to manage
Compute Engine virtual machines
e Consistent IAM controls across all GCP products
e Narrow permissions allow more fine-grained control
e Backwards compatible

o Legacy project permissions are preserved, and the familiar

Ul, API, and CLI will continue to work as before with minimal
changes
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Organization Node Bet?

e Organization node is root Visibility
node for Google Cloud Control
resources ‘ —>n
e 2 organization roles: bob@example.com  example.com
Organization
o Organization Admin - Control Admin

over all cloud resources

% Create
o Project Creator - Controls . ) )

project creation alice@example.com Project_1 project_2

Project Creator
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Notes:

A large number of projects can become unwieldy to manage at scale. This is
why IAM includes the concept of an Organization Node. The Organization
Node sits above Projects and is your company’s root node for Google Cloud
resources. If you have a Google for Work account, when you enable the
Organization Node, any project created by users in your domain will
automatically belong to your Organization Node - no more shadow projects
and no more rogue admins.

The Organization Admin role gives your admin visibility and control over all of
your company'’s resources on Google Cloud Platform. Using the Project
Creator role, you can restrict who can create projects regardless of whether
they have policies on individual projects. The project roles can also be applied
at the organization level and can be inherited by all the projects in your
company. For example, you can assign your networking team the Network
Admin role at the organization level so they have permissions to manage all
the networks in all the projects in your company.

As of this writing, the Organization Node is in Alpha. If you have a Google for
Work account, you can work with your account manager or support partner to
request to create an Organization Node for your company.




IAM Resource Hierarchy
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Notes:

Cloud Platform resources are organized hierarchically, where the Organization
node is the root node in the hierarchy, the projects are the children of the
Organization, and the other resources are the children of projects. Each
resource has exactly one parent.

IAM allows you to set policies at the following levels of the resource hierarchy:

e Organization level. The Organization resource represents your
company. IAM roles granted at this level are inherited by all resources
under the organization.

e Project level. Projects represent a trust boundary within your company.
Services within the same project have a default level of trust. For
example, App Engine instances can access Cloud storage buckets
within the same project. IAM roles granted at the project level are
inherited by resources within that project. When setting policies at the
project level, be sure to use audit logs to track project level permission
changes.

e Resource level. In addition to the existing Cloud Storage and BigQuery
ACL systems, additional resources such as Genomics Datasets and
Pub/Sub topics support resource-level roles so that you can grant
certain users permission to a single resource.




Resources inherit the policies of the parent resource. If you set a policy at the
organization level, it is automatically inherited by all its children projects, and if
you set a policy at the project level, it is inherited by all its children resources.
The effective policy for a resource is the union of the policy set at that
resource and the policy inherited from its parent. This policy inheritance is
transitive; in other words, resources inherit policies from the project, which
inherit policies from the organization. Therefore, the organization-level policies
also apply at the resource level.

The IAM policy hierarchy follows the same path as the Cloud Platform
resource hierarchy. If you change the resource hierarchy, the policy hierarchy
changes as well. For example, moving a project into an organization will
update the project's IAM policy to inherit from the organization's IAM policy.

Child policies cannot restrict access granted at the parent. For example, if you
grant editor role to a user for a project, and grant viewer role to the same user
for a child resource, then the user still has editor role for the child resource.
When using IAM, a best practice is to follow the principle of least privilege. The
principle applies to identities, roles, and resources. Always select the smallest
scope that’s necessary to reduce your exposure to risk. You wouldn’t want to
grant everybody the owner role on your entire organization - intentional hacks
or accidental mistakes can bring down your apps. You want to be specific and
deliberate. Assign a specific security admin group the security admin role to
manage SSL and firewall rules on specific projects.

For more information, see: Identity and Access Management Overview



https://cloud.google.com/iam/docs/overview

IAM Roles - Curated Roles

Google Account frest com)

Service Account | gserviceaccount.com)

Google Group (test@;

MO JQ

Google Apps Domain (test@example.com)

List of Permissions
Google

Group compute.instances.delete

compute.instances.get
compute.instances.list
compute.instances.setMachineType
compute.instances.start
compute.instances.stop

InstanceAdmin ——»
Role

AN N N N N N

IAM q

\

project_a

) Google Cloud Platform ©Google Inc. or its affiliates. All rights reserved. Do not distribute.

21

Notes:

The “can do what” part is defined by an IAM role. An IAM role is a collection of
permissions. Most of the time to do any meaningful operations you need more
than 1 permission. For example to manage instances in a project, you need to
create, delete, start, stop and change an instance. So the permissions are
grouped together into a role to make it easier to manage.

To give a user the desired permissions, you grant a role to the user on a
resource. In this example we are granting a group of users the InstanceAdmin
role on project a so the user can manage instances in the project. Whenever
possible, it is a best practice to use groups. You should also strictly control the
ability to change policies and group memberships which will allow additional
users to gain access to resources.

For a complete list of roles by product, see:
https://cloud.google.com/iam/docs/#supported_cloud_platform_services
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BigQuery IAM Roles®et®

e Runs jobs such
as queries

e Can browse the
project to see
what data is
available, but
does not have
access to it by
default

e Canbe
assigned at
project level or
higher

All BigQuery
related
permissions -
Access to read,
write, delete all
data, view jobs
and/or cancel
them

Can be
assigned at
project level or
higher

Data viewer

Can view all
datasets and all
data within
those datasets
within the
scope of the
role

Can be
assigned at
dataset level or
higher

Data editor

Can edit all
datasets and all
data within
those datasets
within the
scope of the
role

Can be
assigned at
dataset level or
higher
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Notes:

Because IAM for BigQuery is in beta, not all customers will see the IAM roles in
the Cloud Platform Console.

For more information on IAM in BigQuery, including sample scenarios, see:
https://cloud.google.com/bigquery/docs/iam.
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Lab

Create access controls in BigQuery
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Resources

e Access Control
https://cloud.google.com/bigquery/access-control

e Views

https://cloud.google.com/bigquery/querying-data#vi
ews
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